





						MINUTES





MINUTES:			 		WORKING GROUP 14�PRIVATE �� (SECURITY)


						DICOM STANDARDS COMMITTEE


 


PLACE OF MEETING:                  		McCORMICK PLACE


						CHICAGO, ILLINOIS


 


DATE AND TIME:	                    		FRIDAY, DECEMBER 3, 1999


						9:00 A.M.





MEMBERS PRESENT





Krishna  Anedath				Konica Medical Imaging, Inc.


David Clunie					Quintiles Intelligent Imaging


Dwight Simon					Merge Technologies, Inc.


Lawrence Tarbox  				Siemens Medical Systems


Hitoshi Yoshimura				JIRA





MEMBERS ABSENT





Kees Smedema				Philips Medical Systems


Harry Solomon				L-3 Communications





OTHERS PRESENT





Brent Dove					ADA


Matihias Broenner				Aycan Digital Systeme GMBH


Rob Desroches					Kodak


Marco Eichelberg				Oldenburg, Germany


Jay Gaeta					Merge Technologies, Inc.


Simon Wail					Marconi Medical Systems	


David Snavely            				NEMA Staff





PRESIDING OFFICER			LAWRENCE TARBOX, CHAIRMAN 	














1.	APPROVAL OF PREVIOUS MINUTES


	


	The minutes from the August 25, 1999 WG 14 meeting were approved as presented.





2.	SUPPLEMENT 31 - SECURITY ENHANCEMENTS ONE	





	Draft Supplement 31 is out for letter ballot. At the present time no comments have been received.	





3.	DRAFT DHHS PROPOSAL





	The DICOM Standards Committee requested that WG 14 address the proposed new rules of DHHS on security. Larry Tarbox stated he didn’t feel they affect DICOM but they do have implications for medical device manufacturers. Business partners must also follow the rules. They require when transmitting information that only the minimum information necessary be sent. Members believed that what is proposed for DICOM with respect to security is sufficient to meet the HIPAA guidelines. 





	JIRA distributed material on new requirements in Japan for electronic storage of clinical data. Germany is also developing new security regulations.





4.	SUPPLEMENT 41 - SECURITY ENHANCEMENTS TWO - DIGITAL SIGNATURES





	Brent Dove felt that a white paper was needed to explain what is needed to implement Digital Signatures. He agreed to draft a white paper. A problem with time stamp was also raised. It was stated that one company holds the patent on time stamp. David Clunie will provide more information at the next meeting. Supplement 41 will be submitted to WG 6 for their next meeting.	





5.	DEMONSTRATIONS





	Members discussed the possibilities of a demonstration of digital signatures. It was suggested that the probability of  acceptance by RSNA of a security demonstration would be increased if it were done in conjunction with SR. It was agreed that the first step was to get Supplement 41 to WG 6 with the proposal to freeze the draft and the second step was to contact the II Section Committee for the Advancement of DICOM to see if they would sponsor a security demonstration in conjunction with SR. Dave Clunie will contact Steve Drew of RSNA about a demonstration at RSNA 2000 and Steve Wranovsky will be requested to draft an RFP.























6.	SECURITY FOR OFF LINE MEDIA





	There were three proposals in the work item for off  line media to consider for security:





a.  at the data element level


b. at the meta header level or


c. S-MIME/PGP encapsulation





Members discussed using a wrapper for the file or the Identification approach or both. It was decided to do both. Marco Eichelberg already had a draft Identification Proposal but it needed to be updated. Requirements for DI identification are to identify overlying subjects for different recipients and to handle multiple recipients. For media security it was discussed whether to do S-MIME or PKCS-7. Marco will do a draft with PKCS-7. The goal set was to have a draft of the two supplements (Supplement 51 Media Security and Supplement 54 DI Identification) by the end of January.


	


7.	TIME AND PLACE OF NEXT MEETING





   	The next meeting of  WG 14 is scheduled for February 17, 2000, 7:00 - 10:00 p.m. in conjunction with the SPIE meeting in San Diego, California. Following meetings are planned for May 31, 2000 in Philadelphia, Pennsylvania in conjunction with the SCAR meeting, September 22, 2000 in Graz, Austria in conjunction with the EUROPACS meeting and December 1, 2000 in Chicago, Illinois in conjunction with the RSNA meeting.





8. 	ADJOURNMENT





     	The meeting adjourned at 1:00 p.m.





								Reported by:	                             									David R. Snavely, 											Secretary, WG 14


								(12/14/99)	
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