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OTHERS PRESENT





Marco Eichelberg				OFFIS E.V.


John Moehrke					GE


Isao Ohbayashi				JIRA


Horst Siebold					Siemens AG	


David Snavely            				NEMA Staff





PRESIDING OFFICER			LAWRENCE TARBOX, CHAIRMAN 	





1.	APPROVAL OF PREVIOUS MINUTES


	


	The minutes from the September 22, 2000 WG 14 meeting were approved as presented.








2.	ANNOUNCEMENTS





	Larry Tarbox reported that COCIR, NEMA, and JIRA formed a group to look at security regulations. A draft paper was presented at the NEMA MII Section meeting. WG 14 will need to coordinate its work with that of the newly formed group. The initial agreement of the three organizations is to exchange documents. Larry Tarbox stressed that WG 14 needs to go through some hypothetical scenarios to find out if DICOM has incorporated means to met the rules. A summary of the Japanese rules was passed out at this meeting. A summary of the European rules will be available by the end of December. Also announced was that the security booth in infoRAD won a certificate of merit. Larry Tarbox will reply to Mr. Kito’s e-mail on a possible security demonstration at JMCP.





3.	SUPPLEMENT 41 – DIGITAL SIGNATURES





	The issue of padding of Digital Signatures was raised by Marco Eichelberg. For padding of Digital Signatures it was suggested to refer to the internet standard RFC 2313. RSA requires that the MAC to be signed must be padded to a block size matching the RSA key size. Members agreed that padding was needed and that PKCS#1(versions 1.5 and 2.0) should be used. 





	The problem of undefined lengths in the Data Elements field was discussed. A note on page 9 of the document explains why the lengths are left out. It was agreed not to change the text but to explain the problem. It was also agreed to leave the time stamp as an open issue.





4.	SUPPLEMENT 51 - MEDIA SECURITY





	WG 6 questioned having secured and unsecured files on the same piece of medium. They asked if there was a use case. Members decided not to change the text but state in the issues that WG 14 and WG 6 are leaning to make the files mutually exclusive and to go back to DICOMDIR (Change DICOMSEC to DICOMDIR).





5.	SUPPLEMENT 55 - ATTRIBUTE LEVEL CONFIDENTIALITY





	WG 6 asked the purpose of the supplement. They requested that WG 14 describe when to use the supplement and to consider the conformance issues. After discussion, WG 14 agreed to revise the supplement as follows:





a) New Scope which describes when to use the supplement


b) Revisit conformance aspects


c) Disallow ID in pixel or other places


d) Decide whether to use the same or new SOP instances (probably will use new)


e) Carefully think of reference leaks





	Some time at the WG 6 March meeting will be requested. 





6.	JAPANESE DIGITAL SIGNATURE AND ELECTRONIC STORAGE OF CLINICAL


	RECORDS LAWS





	JIRA members distributed two documents; Outline of Law Concerning Electronic Signatures and Certification Services and Japanese Guideline of Electronic Storage of Health Records. The first document discussed the presumption of authenticity and provisions for accreditation. The second document lists the items in the Japanese Guideline on Electronic Storage of Health Records and what part of DICOM or DICOM Supplements apply if any.


 	 


7.	WHITE PAPER - SAMPLE INTEGRATION PROFILES WITH ENHANCED


	SECURITY





	The White Paper gives the IHE integration profile with security added. What is in DICOM is added to the profiles with respect to security. In discussion the need for certificate authority and access control were raised. It was suggested that the white paper should serve as an example for identifying holes in security. 





	Eric Martin will revise the White Paper for the next WG 14 meeting adding a General Section which discusses where the keys come from and other technical aspects and will identify technology that could be used. He will still use the IHE integration profile.





8.	HIPAA AND DICOM





	Two documents were reviewed on HIPAA with respect to DICOM. The first document “Where DICOM meets HIPAA” identifies HIPAA requirements and which ones DICOM covers. The second document “HIPAA Security and Electronic Signature Standards Rule” summaries the HIPAA security and electronic signature standards rule and provides some possible scenarios to meet the regulations. It was suggested that a check list be developed to identify where DICOM meets and does not meet the regulations.





9.	AGENDA FOR THE APRIL MEETING





	Supplement 41 – Resolution of public comments


	Supplement 51 – Resolution of public comments


	Supplement 55 – Review of revised draft


	Scenarios to meet HIPAA regulations


	Check list





	Agenda time should be requested on the May WG 6 meeting.


	


10.	TIME AND PLACE OF NEXT MEETING





   	The next meeting of WG 14 is scheduled for April 2, 2001 in Kyoto, Japan in conjunction with JMCP. A teleconference is planned sometime in February 2001.





11. 	ADJOURNMENT





     	The meeting adjourned at 12:45 p.m. 


								


								Reported by:	                             									David R. Snavely, 											Secretary, WG 14


								(12/14/00)	
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