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1. Preliminary Events

Participants introduced themselves and reviewed the agenda.  No changes were made.

2. Approval of Previous Minutes
The minutes of the WG 14 meeting held on June 25, 2001 in Berlin were reviewed and approved.  

3. Supplement 55 (Attribute Level Confidentiality)

On June 7, 2001 this supplement was sent for public comment with a cut-off date of July 27, 2001.  Several comments were received and modifications were made.  On November 1, 2001 Working Group Six approved submitting the revised document to the DICOM Standards Committee for letter ballot.  Chair Lawrence Tarbox reviewed the history and status of this document.  In particular, he noted that Supplement 55 is not intended to reconstruct the original SOP instance.  During review of the document with WG-06, reference to “inserted attributes” was removed from the document and some clarifying illustrations were added.  The document should be sent for ballot early in December.  It should be ready for preparation of final text at the WG-06 meeting in March.  
4. White Paper on Security Structure
Members reviewed progress on white papers dealing with security use scenarios in support of governmental security regulations such as HIPAA and European or Japanese regulations.  No action items resulted from this review.

5. Security in IHE
Rob Horn gave a PowerPoint presentation prepared by IHE relating to progress and plans for the management of security issues.  A copy of that presentation may be found at the WG-14 ftp site or requested from Mar_Dempsey@nema.org.

6. Audit Trails Remote Logging Protocol

Work on this topic is essential because:

· This is the major security and privacy gap that the DICOM world must address.  (Not only does one need to authenticate the user, but also, to verify where that user is sitting – e.g., which workstation, which department, which site).

· Members of WG-10, WG-14, HL7 and IHE have agreed that a good audit trail with minimal access control is the first step needed.

· With such a protocol one can "offload" the concern of managing, accessing and protecting audit trail records on imaging equipment to separate and specialized servers.

In view of these considerations, the DICOM Standards Committee on November 29, 2001 authorized a new work item to address these issues.  Representatives and leaders of HL7, IHE and the joint NEMA/JIRA/COCIR Security and Privacy Committee (SPC) joined members of WG-14 in this meeting to begin work on this topic.  

Dr. Tarbox distributed copies of three documents that summarize security requirements spelled out by other groups.  A list of these documents, together with their respective file names, appears below.  All are available at the working group’s ftp site.

· ASTM’s “Provisional Standard Specification for Audit and Disclosure Logs for Use in Health Information Systems” (PS 115-99) <Audit and Disclosure Logs.pdf>;

· HL7’s informative document entitled “Common Audit Message” dated 15 November 2001 <Common Audit Message 2001-10 Second Draft Per Ballot Resolution.pdf>;

· The Joint NEMA/COCIR/JIRA Security and Privacy Committee’s July 11, 2001 statement on “Security and Privacy Auditing in Health Care Information Technology” <NEMA_Audit_Controls_SPC_July11.doc>.

Dr. Tarbox noted that some very useful information was included in the ASTM document and urged participants to review it at their convenience.  

Glen Marshall reviewed the history and status of HL7’s activities with its emphasis on audit messages.  He provided a detailed review of the HL7 document for the purpose of elucidating issues and obtaining comments.

Wolfgang Leetz provided a brief review of the NEMA/COCIR/JIRA document that had just received final approval the previous day.  Participants commented that a number of relevant use cases were included in that report.

In an effort to help define the relevant roles of these and other groups, Dr. Tarbox noted that DICOM’s efforts should not be focused on determining what information is needed or how it is used once it has been collected.  Rather, DICOM, through WG-14, needs to focus on how to assure that the required information can be effectively communicated from one point to another.  Of course, to prepare a useful communication standard, the members must continue to monitor the needs of these related groups.  Distinguishing between the appropriate roles of WG-14 and HL7 is one of the more difficult challenges.

7. Adding Digital Signatures to Structured Reports

Chair Lawrence Tarbox reviewed the history of earlier work on this subject.  A key issue is how you can reference an SOP instance that has not been signed.  Considerable discussion was focused on identifying a compelling use case that requires this capability.  Members agreed that a good starting point is to create a digital signature profile for use in structured reports.  Dr. Tarbox will prepare a first draft of the supplement.

8. New Business
No new business was brought forward at the meeting.

9. Agenda for Next Meeting 
The chair and secretary will prepare and distribute an agenda by mid-December. 

10. Date and Time for Future Meetings

Members determined that during year 2002, the group would meet on:

· January 9 with HL7 in San Diego (morning only);

· April 23 at NEMA;

· June 26 in Paris;

· September 25 at NEMA and 

· December 6 at RSNA.

11. Adjournment

The meeting was adjourned at 4:00 PM. 
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